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To enable the ‘AD Recycle Bin’ feature:

'Recycle
Bin Feature'
ForestOrConfigurationSet
'test.local'

To restore an AD Account from the Recycle Bin

'samaccountname -eq "JoeBloggs"'

Service Accounts

To see AD Service Accounts:

To create a new AD Service Account:

"Servicel"
"Servicel"
"Servicel"

(

"AccountPassword") Strue

Install an existing AD service account on the local
computer and make the required changes so that the
password can be periodically reset by the computer:

'Servicel'’

Uninstall an existing AD service account on the local
computer:

'Servicel'
To reset the AD Service Account password on the

local computer:

'Servicel'

To add the Active Directory module:
activedirectory

Get a list of AD Commands:

activedirectory
For help with a cmdlet, type:

Get-ADUser

Forests and Domains

To see Forest details:
test.local

To see Domain details:
test.local

To raise the Forest functional level:

test.local
Windows2008R2Forest

To raise the Domain functional level:

test.local
Windows2008R2Domain

Get the rootDSE from the default domain controller:

Move FSMO roles:

"TESTDC"

PDCEmulator, SchemaMaster

To see user account details:
'Joe Bloggs'
To search for a user:

'Name -like
"Joe Bloggs"'

Or search for users in a particular OU:

*

"OU=Sales, OU=Users, DC=test, DC=1loc
alll

To see additional properties, not just the default set:

'JoeBlogs'
Description,Office

To see all the user properties, not just default set:

'JoeBloggs'

To create a new user:

"Joe Bloggs"
"JoeBloggs"
"Joe" "Bloggs"
"Joe Bloggs"
'OU=Users, OU=Sales, DC=test, DC=1loc
al'
@{'Title'="Sales Manager"} -
AccountPassword (
"AccountPassword")
Strue

To change the properties of a user:

Joe Bloggs
London
@{otherMailbox="Joe.Bloggs"} -Add
@{url="test.local"} -Replace
@{title="manager"}
description
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To see the Default Domain Password Policy:

test.local

To change the properties of the Default Domain
Password Policy:

test.local
00:40:00
00:20:00
10.00:00:00
8

To create a new Fine-Grained Password Policy:

"Standard Users PSO"
500
Strue "Standard
Users Password Policy"
"Standard Users PSO"
"0.12:00:00"

"0.00:15:00" 10

To see all Fine-Grained Password Policies:

{name -like "*"}

To apply a Fine-Grained Password Policy to a group
of users:

'Standard Users PSO'
'Standard Users'

To see which users have been applied to a Fine-
Grained Password Policy:

'Standard Users PSO'

To see group details:

'Sales
Users'

To create a new group:

"Sales Users"
SalesUsers
Security
Global

‘Sales Users’
"OU=Groups, OU=Resources, DC=test,D
C=local" "All Sales
Users"

To change the properties of a group:

'SalesUsers'
Distribution
Universal

Description

'JoeBloggs'

To remove a group:

'SalesUsers' :Sfalse

To see group members:

'SalesUsers'

To add group members:
'SalesUsers'
JoeBloggs, SarahJdane
To remove group members:

'SalesUsers'
JoeBloggs, SarahJane

To disable a user account:

JoeBloggs

To enable a user account:

JoeBloggs

To set the expiration date for a user account:

JoeBloggs "10/18/2008"

To clear the expiration date for a user account:

JoeBloggs

To change the password for a user account:

JoeBloggs
(
"p@sswOrd" )

To unlock a user account:

JoeBloggs

How to Get More Information

Check out the AD PowerShell Blog

http://blogs.msdn.com/adpowershell/default.aspx

To see computer account details:

'Name -
like "Server(Ql"'

To create a new computer account:

"Server01"

"ServerO1l"
"OU=Computers, OU=Resources, DC=tes
t,DC=local" Strue

"London"

To remove a computer account:

"Server01l" :Sfalse

Organisational Unit Tasks

To see OU details:

'OU=Users, OU=Sales, DC=test,DC=1loc
al'

To create a new OU:

Users
'OU=Marketing, DC=test,DC=local'’

Make sure you visit the following sites for PowerShell Podcasts

http://get-scripting.blogspot.com/
http://powerscripting.net/

For the latest version of this doc check

http://jonathanmedd.net
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