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Exchange 5.5 and Active Directory differences

The purpose of this document is to explain the differences between how group objects are implemented between Exchange Server 5.5 and Active Directory. After reading this document, you should have a good understanding as to how groups should be configured and deployed in an Active Directory and Exchange 2000 environment.

A history of Exchange 5.5

Exchange 5.5 used a very simplistic object class to define groups in its directory. A ‘Distribution List’ or ‘DL’ could be used for both sending mail to groups of people, and for setting access control permissions on Public Folders. There were not many configurable attributes for DLs; they were created by the Exchange administrator and replicated around the entire Exchange Organization with full membership. When the membership was changed, the whole group object would be re-replicated.

The Exchange 5.5 administrator could nominate the owner of the DL. The idea was that an Outlook user could use his or her client to keep the membership up-to-date without burdening the Exchange administrator with this task. Although this facility worked well for small to medium size organizations, there were limitations with the design. For example, the nominated owner had to exist in the same Exchange site as the DL and membership changes could only be made to users who were in that same site.

The expansion server attribute allowed the administrator to set which Exchange server performed the actual expansion of the distribution list. That is, the Message Transfer Agent (MTA) would perform lookups into the directory and expand the name of the list into the collection of recipients.

Exchange 5.5 DL objects could also be nested. Both users and other DLs could be a member of a Distribution List.

With regards to security and Public Folder access control lists (ACLs), the most common method of setting permissions on resources such as Public Folders was with a DL. In Exchange 5.5, a Public Folder ACL consisted of a collection of X.500 DN objects. 

For example:
 /o=Microsoft/ou=Redmond/cn=Recipients/cn=pbowden

Exchange 2000 and the Active Directory

Unlike Exchange 5.5, Exchange 2000 does not include its own directory service, and instead relies on the Active Directory. There are many advantages to this newer model including centralized management and replication. There are however, large architectural differences between the Exchange 5.5 and Active Directory, especially in the area of group objects.

There are two main types of group; Security and Distribution. Security groups are security principals in the Active Directory. This means that groups of this type can be set in the access control list of a resource such as a network share or Public Folder. Distribution groups exist mainly for sending e-mail messages to collections of users. In a pure Windows 2000 environment (i.e. no Exchange 2000 servers present) there are limited uses for Distribution groups.

In addition to group type, there are three group scopes; Domain Local, Global and Universal. The first two group scopes are similar to the model used in Windows NT 4.0. Domain Local groups can contain object membership from multiple domains, but can only be used to control permissions on local objects (local being resources within the domain where the group object exists). Global groups can only contain object membership from the domain where the group is created, but can be used to control permissions to any resource in the forest.

Universal groups are really a superset of Domain Local and Global groups. Membership can be made up from objects in any domain in the forest, and permissions can be controlled for any resource in the forest. The membership of Universal groups is fully replicated to each Global Catalog (GC) server in the forest, whereas the other group scopes only replicate membership to Domain Controllers (DC) in the domain where the group object resides.

Groups objects in the Active Directory can contain a flat list of up to 5000 members. This is not a hard-coded maximum, as the technical limitation will be dictated by the actual configuration of the environment and length of membership names. However, it is guaranteed that all groups will support at least 5000 members. If a group needs to contain more than 5000 members, then nested groups should be configured. In fact, you should consider nested groups long before the membership reaches 5000 objects.

Co-existing between Exchange 5.5 and Exchange 2000

The Active Directory Connecter

When co-existing between Exchange 5.5 and Exchange 2000, the Active Directory Connector or ADC is used to replicate group objects and membership between the Exchange 5.5 Directory Service and the Active Directory. Due to the architectural differences between DL and group objects, the ADC has to attempt to match the simplicity and functionality of a DL object to a group type and scope within the Active Directory.

The ADC is hard-coded to replicate all Exchange 5.5 DLs as Universal Distribution Groups (UDG) in the Active Directory. A Universal group aligns quite closely with the attributes of a Exchange 5.5 DL as it is replicated (with membership) around the entire directory, and can be used anywhere in the directory. However, a UDG is not a security principal, therefore, in its default state, the UDG cannot be used to control permissions on Public Folder resources.

You may ask the question why the ADC does not map DLs as security groups within the AD. The answer is that many companies use distribution lists simply as a mechanism for sending e-mails en masse. Therefore, the UDG is the closest match to this model. If the ADC mapped all DLs as Universal Security Groups (USGs) then this might cause a problem known as ‘token bloat’. To understand this phenomenon you need to understand what happens during the Active Directory logon process.

When a user logs on to the Active Directory, they are authenticated by a local domain controller. The DC will create a token, that is a collection of permissions, and pass it off to a global catalog server. The GC will then match the authenticating user against any universal security group memberships. If the user is a member of these group objects, the token reflects this. In very large organizations, users might be members of many universal security groups. The load placed on the GC, and the time taken for the user to be authenticated will be dictated by the number of USGs that the user is a member of. Therefore, where possible, USGs should be used only where necessary.

So, to avoid the ‘token bloat’ problem, the ADC will never attempt to create universal security groups (or any other type of security group). This basic functionality will allow Exchange 2000 users to send messages to these groups and be assured that the members will receive the message.

Using group objects for message distribution

Using non-Universal groups for bulk mailing

Technically, both Domain Local and Global groups can be used for e-mail distribution purposes. These groups can be created manually using the Active Directory Users and Computers management console and be assigned an e-mail address. However, in multi-domain environments an issue can exist because the membership of these groups is not replicated to global catalog servers. The result is that messages appear to ‘black hole’.

For example, say a Domain Local group called “Sales” is created in DomainA. The GC located in DomainB will contain the “Sales” group object as all objects in the forest must be replicated to each GC. However, the ‘member’ attribute is not replicated. If an Exchange 2000 user sends a message to the “Sales” group, the message might not make it to the membership list of that group. We say “might not make it” because there are various factors that play a role here. You cannot say that the problem is because the sending user is in a remote domain, as it is the Exchange 2000 server that decides which GC it communicates with. To understand this scenario a little better, you need to have some back-ground on how Exchange 2000 uses DC and GC servers.

When the Exchange 2000 System Attendant starts up, it uses the DSGetDCName API to locate up to ten DC and GC servers within the local Active Directory Site. Because a Site can span multiple AD domains, the list of DC/GC servers might consist of servers from many domains, not just the domain where the Exchange 2000 server resides. There are three roles that the Exchange 2000 server will attempt to fill:

Config DC – This is a domain controller in the local domain where the Exchange 2000 server resides. This server will normally be the ‘closest’ to the physical Exchange 2000 server and will be used for reading and writing all configuration naming context data (e.g. routing groups, connectors, databases, etc.).

Working DC List – This will be a list of domain controllers within the local AD site that the Exchange 2000 server will use for reading user-based Active Directory data. The DC list might contain servers from different domains. Servers in this list are used on a round-robin basis.

Working GC List – This will be a list of global catalog servers within the local AD site that the Exchange 2000 server will use for reading user-based Active Directory data. The GC list might contain servers from different domains. Servers in this list are used on a round-robin basis.

So, when a user sends a message to the “Sales” group, the Exchange 2000 server needs to enumerate the membership of the group. Within the Exchange 2000 transport, it’s the ‘categorizer’ that is responsible for the expansion of group membership. Categorizer uses the DSAccess API to read the list of working GCs. If DSAccess passes through a GC in the home domain of the “Sales” group, the ‘member’ attribute will be read and the message sent to all the recipients. However, if DSAccess passes a GC in a different domain, the ‘member’ attribute for the group will be blank. This is a valid state for a group object (that is, null membership), and the message will be sent to no recipients. As the group object was physically found, a non-delivery will NOT be generated for the message. However, the problem as you can see is that the intended users did not receive the message sent to them.

LDAP does support a referral mechanism capability, however, a global catalog server does not generate referrals as it is seen as the master copy of the directory. Therefore, the categorizer will not attempt to communicate with a domain controller in the domain where the local group resides.

It is conceivable for the Exchange administrator to set the expansion server attribute so that the membership of the group is expanded in the domain where the group object resides. However, this is not a fool-proof strategy, as the Exchange 2000 server might still be communicating with a GC from a remote domain. It is possible for an administrator to hard-code the list of domain controllers and/or global catalog servers that DSAccess uses, this topic is covered in “The Ultimate Guide to….DSAccess” document.

When all is said and done, there are various risks to using non-Universal groups for message distribution. Perhaps the worst part of this is the inconsistency. One day, expansion may appear to work, the next it might fail. However, there is no automatic way of detecting the ‘failed’ messages. Because of this, you are STRONGLY recommended to use only Universal groups for message distribution when operating in multiple domain environments. For single domain organizations, you may use a combination of group types as the global catalog servers will contain membership of all group objects.

Using groups for restricting connectors

By default messaging connectors allow all messages to be transferred between bridgeheads. It is possible for Exchange administrators to set restrictions so that certain users and groups can be explicitly allowed or denied from using a connector. This is sometimes useful, especially for costly connectors.

The Exchange System Manager incorporates a “Delivery Restrictions” interface for each connector type; values entered here are saved within the Active Directory. However, you must manually set a registry parameter on each bridgehead as to where you want to enforce those restrictions. For example, if you create a SMTP Connector in Routing Group A and allow all virtual servers to act as potential bridgeheads, delivery restrictions will only take effect when you add the following registry key to each bridgehead.

Location:
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\ReSvc\Parameters

Parameter:
CheckConnectorRestrictions

(REG_DWORD)

Default setting:
Not present, but defaults to 0 (Don’t check)

When to change:
When the local server should act upon delivery restrictions configured in the ESM

Recommended setting:
0 = Don’t check restrictions


1 = Check restrictions

Like Exchange 5.5, if users submit messages to the connector, the message will travel to the connector bridgehead and then NDR.

Using group objects for Public Folder permissions

Replicating DLs from Exchange 5.5

We know that the Active Directory Connector will replicate all Exchange 5.5 distribution lists to the Active Directory as universal distribution groups (UDGs). These UDGs can be created in either a mixed or native mode Active Directory domain. However, if you are using the equivalent 5.5 DL object for controlling access to Public Folders in Exchange 5.5, the Exchange 2000 STORE process will want to ‘convert’ the UDG to a universal security group (USG). This is because distribution groups are not security principals. If the UDG exists in a mixed mode Active Directory domain, the USG conversion process will fail because USGs can only exist in native mode domains. The result is that the Public Folder in Exchange 2000 will have an ambiguous ACL, and this means that only the folder owner will be able to access the content of the Public Folder. Other Exchange 2000 users will not even be able to see the Public Folder in the client hierarchy.

When a UDG to USG conversion fails, a 9552 event will be seen in the Application Log on the Exchange 2000 server.
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To prevent these problems from occurring, you will want to create your ADC Recipient Connection Agreement in such a way that the “Distribution List” objects in the Exchange 5.5 directory replicate to a native mode Active Directory domain. It really doesn’t matter if this native mode domain exists purely for group management, or if the domain is where your users reside, you just need to have a native mode domain somewhere in the forest. For companies that do not have any native mode domains, this means that a new domain will need to be created just for holding these groups (unless it is possible to convert an existing mixed mode domain to native mode).

More on ambiguous ACLs

Ambiguous ACLs can also exist because an Exchange 5.5 mailbox is granted permission on a Public Folder, but for some reason the Exchange 5.5 mailbox is not present in the Active Directory. The most likely case here is that the administrator has not configured the Active Directory Connector to replicate the mailbox object into the AD.

You will normally see a 9551 event in the Application Log if an ACL cannot be converted.
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The actual text of the error will read something like this:

An error occurred while upgrading the ACL on folder [Public Folders]/Planes/MiG located on database "First Storage Group\Public Folder Store (LABMCS02)".

 The Information Store was unable to convert the security for /O=MSFT/OU=SITEA/CN=SECONDARY/CN=JOHNK into a Windows 2000 Security Identifier.

 It is possible that this is caused by latency in the Active Directory Service, if so, wait until the user record is replicated to the Active Directory and attempt to access the folder (it will be upgraded in place).   If the specified object does NOT get replicated to the Active Directory, use the Microsoft Exchange System Manager  or the Exchange Client to update the ACL on the folder manually.

 The access rights in the ACE for this DN were 0x7fb. 

The last line contains a reference to the permissions bit-mask. If manual intervention is necessary, the administrator can work out which permissions need to be set for this user.

Of course, ambiguous ACLs can prevent access to Public Folders, so you should ensure that all Exchange 5.5 mailboxes/users are replicated to the Active Directory before implementing the first Exchange 2000 server. Within 24 hours of an Exchange 2000 installation, that server will start to receive Public Folder hierarchy information from the Exchange 5.5 servers within the Organization. Once a hierarchy message is unbundled and processed, it is at that time where all users in the ACL must be present within the AD.

If you know that not all Exchange 5.5 users are present in the Active Directory, you should either delay your installation of the first Exchange 2000 server, or install the server and then immediately remove the Public Store. This will allow you to point the Exchange 2000 mailbox store at an existing Exchange 5.5 Public Store. In this scenario, the Public Folder experience for Exchange 2000 users will be identical to that of an Exchange 5.5 mailbox. If you take this latter option, be sure that all mailbox stores on the Exchange 2000 server (if there are multiples) need to point at the same Exchange 5.5 Public Store. Public Folder problems can exist if multiple mailbox stores on the same server point to different Exchange 5.5 public stores, or a combination of Exchange 5.5 and 2000 public stores.

Once all Exchange 5.5 users are present within the Active Directory, you can re-create the public store on your Exchange 2000 server and let the hierarchy replicate once again. You might also want to consider the ‘delete and recreate public store’ solution if need to clean-up multiple ambiguous ACLs. The ACLs themselves are stored in the Exchange public store database, not the Active Directory. Therefore, by removing and recreating the database, you will start the conversion process from afresh.

Store conversions

By default, the Store process will attempt to convert the UDG to a USG under the following scenarios:

· Public Folders in Exchange 5.5 have DLs in the ACL and the hierarchy is replicated to a public store on an Exchange 2000 server

· The group is part of the ACL on a Public Folder which is being replicated between Exchange 5.5 and Exchange 2000

· Distribution Lists are being used in ACLs on Exchange 5.5 Public Folders and now the server is being upgraded in-place to Exchange 2000

· An Outlook user homed on Exchange 2000 adds a UDG to the ACL on a Public Folder

It is possible to prevent the Store process from automatically converting UDG to USG objects. Under most circumstances you will not want to change this action. However, if you do have this requirement, then use a tool such as LDP or ADSIEDIT to navigate to the Exchange Organization  object in the configuration naming context of the Active Directory. Here, you should find an attribute called “msExchDisableUDGConversion”. The value can range from 0 through 2:


Value

Effect 

0 Default action – Store automatically converts UDGs to USGs

1 Do not allow Store to convert UDGs if the request is from a client

2 Store should never attempt to convert UDGs 

The most common reason for changing this value is where the Exchange administrators do not want users to have the ability of triggering a group conversion. In this scenario, the value can be set to “1”.

The Store process will also convert nested Universal Groups as well. However, the conversion logic will only convert Universal Distribution Groups and not groups of other types and scope. For example, the Store will not convert Domain Local or Global distribution groups into security groups. Another caveat is that the nested conversion logic will convert UDGs to USGs until the end of the nesting or until a USG is found. Therefore, if you have nested UDGs and you manually convert the parent group to a USG, the conversion logic will not convert the nested groups underneath the USG.

Conclusion

In a ‘pure’ Windows 2000 environment, it is good practice to use a combination of Domain Local, Global and Universal Groups, with nesting for each. However, Exchange 2000 has a set of pre-requisites which makes this model unworkable for the distribution of messages. This being the case, Universal Groups should always be used for message distribution functionality.

It is possible to use other group types and nesting for controlling permissions on Public Folders, however it should be remembered that these group objects will appear in the Global Address List. Although a group may be created just for permissions, there is the possibility that users might attempt to send an e-mail to one of these objects. With careful restrictions and permissions, it is possible to immediately return these messages as non-deliverable to the sender, however this process requires careful management.

It is true that a single membership change to a Universal Group will have the net effect of replicating the entire membership attribute around the forest. Although it’s good to avoid this where possible, the perception of this problem is bigger than the reality. For example, this is exactly the way that Exchange 5.5 distribution list membership replicates.
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